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VULNERABILITY
MANAGEMENT

‘ Vulnerability management is the constant assessment, \
evaluation, repair, and reporting of vulnerabilities that allow
security vulnerabilities to be managed and addressed daily.

This continual process discovers weaknesses more quickly,
allows the issues with the highest impact to be addressed first
| and fewer vulnerabilities get overlooked.
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Know where you are
exposed

Our continual process
quickly detects unknown
exploits in your network,

devices, servers, web
applications, databases,

or other assets. Our
specialists help you get
ahead of the threat by
exposing weaknesses and
eliminating potential
threats before hackers
can expose them.
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Prioritize
vulnerabilities with
context

With contextual
vulnerability prioritization,
we close the gaps in your
environment by
understanding the risk
posed by vulnerabilities. We
take into account the
unique context of your
organization and an
understanding of where
exploitation can cause the
most damage. We also
reduce vulnerability
remediation efforts by
prioritizing based on the
latest threat intelligence.

Emergency Hotline: 612-399-9680 | 911@blueteamalpha.com

General Inquiries 612-888-9674 | BlueTeamAlpha.com
1360 University Ave Ste 104 Unit 122 St. Paul MN 55104
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Highly trained,
experienced, & certified
security professionals

Blue Team Alpha's
certified security
professionals use a
holistic approach to
identifying, reporting,
assessing and
prioritizing exposures.
We also use the latest
updates and prevention
processes to provide our
clients with the highest
security posture
possible.
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https://blueteamalpha.com/services/proactive-services/alpha-defend/#
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Level 1

e Co-managed vulnerability
management tooling

e Monthly internal
credentialed and
uncredentialed scanning

e Monthly external
uncredentialed scanning
of infrastructure hosts

(Web Application Scanning
sold separately)

VULNERABILITY
MANAGEMENT

Level 2

Everything in level 1 and...

Analysis and prioritization
of identified vulnerabilities

Vulnerability management
program documentation

Organization and
participation in client
vulnerability management
meetings

Monthly vulnerability
program review

Vulnerability management
policies and documentation

Level 3

Everything in level 2 and...

e Hands-on-keys
remediation assistance

e Adherence to client’s
change control processes
and cadence

Get Ahead of the Threat. Find Your Vulnerabilities Without the Downtime.

Put an ELITE, Highly Trained Team on Your Side

Our team consists of tenured cybersecurity professionals with the knowledge and certification to
help you improve your security posture.

Certifications:

Certified | Ethical Hacker

Certified Ethical
Hacker
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Certified Information Systems
Security Professional

GIAC Penetration
Tester

GIAC Certified
Incident Handler

Emergency Hotline: 612-399-9680 | 911@blueteamalpha.com
General Inquiries 612-888-9674 | BlueTeamAlpha.com

1360 University Ave Ste 104 Unit 122 St. Paul MN 55104
Blue Team Alpha is a SOC 2 Type Il Certified Company

Offensive Security
Certified Professional

Certified Red Team
Operator
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